Bradley University Virtual Terminal Agreement

Bradley University accepts credit card payments for various operations on campus.  To facilitate this, the University has become a merchant with several locations on campus.  The card brands (VISA, MasterCard and Discover) require all merchants and their service providers to comply with the Payment Card Industry Data Security Standards (PCI DSS).   These standards have been developed in cooperation with the card brands, processors, service providers and merchants through the Payment Card Industry Data Security Council.
To comply with these standards, Bradley University uses CyberSource for our on-line payment processing.  Within CyberSource it is possible to create transactions different ways.  For hosted order pages, the customer (or donor) has the ability to enter payment information directly through the CyberSource payment gateway. In this situation, Bradley University does not store, transmit or process credit card information.  

A second way to create an on-line transaction is through the virtual terminal process.  This process allows an employee of Bradley University to enter credit card information by being connected to CyberSource.  With this connection, the University is transmitting information directly into the gateway.  Because of this, vulnerabilities exist.  
To compensate for the vulnerabilities, the Bradley University PCI Committee tightly limits virtual terminal access.  Computers allowed to use virtual terminal are configured and installed by the Director of Systems Integration & Security.  Only securely installed computers are allowed to host a virtual terminal environment.
Agreement

To be allowed to accept credit card payments, the University CyberSource users must adhere to the following:

1. Physically secure all computers and paper used for virtual terminal purposes that contain cardholder information.

2. Use only the approved programmed computers to perform virtual terminal transactions.

3. Never give virtual terminal access to other individuals.

4. Never release your CyberSource login or password to anyone.
5. Use of the internet for non-business purposes or non-approved websites is strictly prohibited.

I have read and understand the above policy on virtual terminal usage.  I agree to comply with the PCI Data Security Standards and the procedures outlined by the Bradley University PCI Committee.  I understand that noncompliance may result in deactivation of my merchant account and the imposition of fines if a security breach occurs.
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